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OPEN SOURCE HAS PASSED THE TIPPING POINT 

“By 2016, Open Source 

Software will be included 

in mission-critical 

applications within 99% of 

Global 2000 enterprises.” 

Will face problems because 

of no policy. 
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Reference: Gartner, Inc. 
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HOW PERVASIVE IS OPEN SOURCE? 

>98% of the applications 

tested used open source 

 

On average, open source 

comprised over 30% of the 

code base 

 

 

Open 
Source 

Custom 
Code 

Composition of software tested 

across 1400 Black Duck customers 

Reference: Black Duck Software audits 
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HOW OPEN SOURCE ENTERS A CODEBASE 

Open Source 
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Open source code introduced 
in many ways… 

…and absorbed into 
final code. 
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OPEN SOURCE: EASY TARGETS 

Used everywhere Easy access to code 

 

Vulnerabilities are publicized Exploits readily available 
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WHO’S RESPONSIBLE FOR SECURITY? 

Commercial Code Open Source Code 

• Dedicated security researchers 

• Alerting and notification infrastructure 

• Regular patch updates 

• Dedicated support team with SLA 

 

 

• “community”-based code analysis 

• Monitor newsfeeds yourself 

• No standard patching mechanism 

• Ultimately, you are responsible 
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NUMBER OF VULNERABILITIES ARE NOT DECREASING 
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In 2014: 

• Over 7,900 new vulnerabilities disclosed 

• ~4,300 in Open Source, ~3,600 in commercial software 

 

 
Reference: Black Duck Software knowledgebase, NVD 
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WHAT DO THESE VULNERABILITIES HAVE IN COMMON? 

Heartbleed Shellshock Ghost Freak Venom 

Since: 

Discovered: 
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AUTOMATED TOOLS MISS MOST OPEN SOURCE VULNS 

• SAST and DAST only 
discover common 
vulnerabilities 

 

• Undiscovered 
vulnerabilities are too 
complex, nuanced 

 

• 4,000+ disclosed in 
2014, <1% found by 
automated tools 

 

All possible  

security vulnerabilities 

Identifiable with  

Static Analysis 

Identifiable with 

Dynamic Analysis 
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RECENT INCIDENT RESPONSE EXAMPLE 

February 16, 2016: 
Google discloses critical vulnerability in the GNU C Library, found in most Linux distributions 

        and used by most Linux applications written in C and C++. 

Same day: 
Black Duck customers were alerted via VulnDB…  

…and knew which applications contained the vulnerability. 
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INCIDENT RESPONSE EXAMPLE, CONT’D 

2 days later, still no record in the NVD: 

 Was it discovered by SAST/DAST tools? 
No, too complex for automated discovery. 

 
 Could other OSS management tools find it? 

No, because they depend on the NVD, which is generally 
weeks behind in processing new vulnerabilities. 
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HOW ARE COMPANIES ADDRESSING THIS TODAY?  

NOT WELL. 

Manual tabulation 

• High effort 

• Low accuracy 

Spreadsheet-based inventory 

• Difficult maintenance 

• Not source of truth 

Tracking vulnerabilities 

• Unmanageable (11/day) 

• Labor intensive:  match applications, 

versions, components, vulns 
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A SOLUTION TO SOLVING THIS PROBLEM WOULD 

INCLUDE THESE COMPONENTS 

Choose Open 

Source 

Inventory 

Open Source 

Map Existing 

Vulnerabilities 
Track New 

Vulnerabilities 

Maintain accurate list of 

open source 

components throughout 

the SDL 

Identify vulns during 

development 
Alert new vulns in 

production apps 

Proactively choose 

secure, supported 

open source 

TRUST VERIFY MONITOR 
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7 of the top 10 Software companies, 

and 44% of the top 100 

 

6 of the top 8 Mobile handset vendors 

 

6 of the top 10 Investment Banks 

24 
Countries 

185+ 
Employees 

1,600 
Customers 

27 of the Fortune 100  

BLACK DUCK CREATED AN INDUSTRY 

Award for 

Innovation 
Four Years in the “Software 

500” Largest Software 

Companies 

Six Years in a row 

for Innovation 

Gartner Group 

“Cool Vendor” 

Ranked #38 out of 

500 Security 

Companies 

2014 
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NEXT STEPS 

Let’s go speak with your head of 

application development and find out: 

 

• What policies exist? 

• Is there a list of components? 

• How are they creating the list? 

• Are they tracking vulnerabilities? 

• How do they ensure nothing gets 

through? 

 



     

The Intelligent Management of Open Source 

 


